
 
 

YEAR 11 INFORMATION TECHNOLOGIES CURRICULUM 
PROGRESSION OVERVIEW 

ICT Curriculum Intent: 
We aim through our curriculum to teach the fundamental knowledge and skills so that all students can: 

• Ensure that students know how to use electronic devices and the internet safely and responsibly. 

• Enable students to become confident and effective users of computers and a range of software applications 

• Enable students to become resilient problem solvers. 

• Enable students to understand how data is threaten and ways to mitigate against those threats.  
• Provide a broad understanding of how technology is used in society and the impact that can have in terms of inclusivity, security and legally 

 Unit R012: Understanding tools, techniques, methods and processes for technological solutions. External Examination.  
Topic Topic Area 1: Project 

Life Cycle 
Topic Area 2: Collecting 
Data 

Topic Area 3: Storing 
and Using Data 

Topic Area 4: IT 
Legislations and Law  

Topic Area 5: Threats 
to Data 

Topic Area 6: 
Processing and 
Presenting Data 

Core 
Knowledge/ 
Threshold 
Concept 
 
 
 
 
 
 

Understand the phases 
of the project life cycle 
and the tasks carried 
out in each phase.  
 
Understand the 
interaction and 
iteration between each 
of the phases of the 
project life cycle.  
 
Understand the inputs 
and outputs of each 
phase of the project 
life cycle.  
 
Understand initial 
project considerations 
i.e. SMART goals, user 

Understand what data 
and information is and 
the difference between 
the two.  
 
Understand the 
difference between 
data and information.  
 
Understand methods 
used to collect data.  
 
Understand the 
appropriateness of 
methods used to 
collect data including 
the advantages and 
disadvantages of each 
method.  

Understand a range of 
data types and how 
these are used in 
different contexts.  
 
Understand the 
different storage 
methods for data and 
information.  
 
Be able to select and 
justify the most 
appropriate method of 
storage for different 
contexts.  
 
Understand benefits 
and drawbacks of the 
use of data.  

Understand current IT 
legislation and its 
purpose.  
 
Be able to explain the 
implications of the 
current IT legislation 
for an individual, for an 
organisation and on 
the data, including 
when dealing with 
cyber-security issues.  
 
Understand how to 
comply with the Data 
Protection Act when 
collecting, processing 
and storing sensitive 

Understand a range of 
threats to data.  
 
Understand why 
threats are used by the 
attacker.  
 
Understand how to 
mitigate against 
threats to data.  
 
Understand the 
vulnerabilities which 
can be exploited in a 
cyber-security attack.  
 
Understand the 
impacts of a cyber-
security attack.  

Understand how to 
select, justify and use 
the appropriate tools 
and techniques to 
process data to meet 
defined objectives. 
 
Understand the 
purpose and suitability 
of methods of 
presenting 
information.  
 
Understand the 
advantages and 
disadvantages of 
methods used for 
presenting 
information.  



 
 

requirements, success 
criteria. 
 
Understand planning 
tools and the software 
used to develop 
project plans.  
 
Understand how to 
initiate a project by 
analysing the 
requirements to a 
given context.  
 
Understand how to 
mitigate risks through 
the planning process. 
 
Understand how to 
create planning 
documentation using 
appropriate 
technology and 
planning tools.  
 
CN IT Specification 

 
Understand 
Information 
Technology used to 
support data collection 
and the 
appropriateness of the 
use of these in context.  
 
CN IT Specification 
 
 

 
Understand the 
importance of validity, 
reliability and bias 
when collecting and 
using data and 
information.  
 
CN IT Specification 

data and how they 
should protect it.  
 
CN IT Specification 
 
 

 
Understand prevention 
measures for cyber-
security attacks.  
 
CN IT Specification 
 

 
Understand the 
resources required for 
presenting information 
and the 
appropriateness of the 
use of these in context. 
 
CN IT Specification  
 
 

Why this 
learning now? 
 
 
 

Learning is deliberately sequenced having considered what core knowledge is required to unlock deeper understanding of a topic and the ability to make 
connections between topics so that when implementing this intent, teachers can effectively and explicitly draw attention to where a 
keyword/concept/behaviour/pattern etc has been seen before and effectively expose the relationship to the current topic through questions such as: 
Where have we seen this before? What does this remind us of? How does this have a relationship with what happened previously? How does our 
understanding of the previous concept inform our understanding of this one? and hence facilitate better learning. 

Students in Year 10 
have completed their 
coursework unit.  This 
is the final unit of the 

Students in Year 10 
have completed their 
coursework unit.  This 
is the final unit of the 

Students in Year 10 
have completed their 
coursework unit.  This 
is the final unit of the 

Students in Year 10 
have completed their 
coursework unit.  This 
is the final unit of the 

Students in Year 10 
have completed their 
coursework unit.  This 
is the final unit of the 

Students in Year 10 
have completed their 
coursework unit.  This 
is the final unit of the 
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course and is taught in 
learning outcomes 
order from the 
specification – as each 
topic leads into the 
next.  

course and is taught in 
learning outcomes 
order from the 
specification – as each 
topic leads into the 
next.  

course and is taught in 
learning outcomes 
order from the 
specification – as each 
topic leads into the 
next.  

course and is taught in 
learning outcomes 
order from the 
specification – as each 
topic leads into the 
next.  

course and is taught in 
learning outcomes 
order from the 
specification – as each 
topic leads into the 
next.  

course and is taught in 
learning outcomes 
order from the 
specification – as each 
topic leads into the 
next.  

Assessment 
Opportunities: 

At the end of each topic for each unit students will complete an assessment at the end to check understanding of crucial knowledge, at the end of each 
of the internally assessed Units (Unit R094 and R096) students will complete exam board set piece of coursework. 

Recall and retrieval 
questions at the 
beginning of each 
lesson on prior 
learning. 
 
Retrieval questions at 
the end of each lesson 
based on content of 
that lesson.  
 
Whole class response 
questioning 
 
Multiple Choice 
Quizzes to check 
understanding of 
crucial knowledge.  
 
Exam question practice 
including extended 
writing questions.  
 
 

Recall and retrieval 
questions at the 
beginning of each 
lesson on prior 
learning. 
 
Retrieval questions at 
the end of each lesson 
based on content of 
that lesson.  
 
Whole class response 
questioning 
 
Multiple Choice 
Quizzes to check 
understanding of 
crucial knowledge.  
 
Exam question practice 
including extended 
writing questions.  
 

Recall and retrieval 
questions at the 
beginning of each 
lesson on prior 
learning. 
 
Retrieval questions at 
the end of each lesson 
based on content of 
that lesson.  
 
Whole class response 
questioning 
 
Multiple Choice 
Quizzes to check 
understanding of 
crucial knowledge.  
 
Exam question practice 
including extended 
writing questions.  
 

Recall and retrieval 
questions at the 
beginning of each 
lesson on prior 
learning. 
 
Retrieval questions at 
the end of each lesson 
based on content of 
that lesson.  
 
Whole class response 
questioning 
 
Multiple Choice 
Quizzes to check 
understanding of 
crucial knowledge.  
 
Exam question practice 
including extended 
writing questions.  
 

Recall and retrieval 
questions at the 
beginning of each 
lesson on prior 
learning. 
 
Retrieval questions at 
the end of each lesson 
based on content of 
that lesson.  
 
Whole class response 
questioning 
 
Multiple Choice 
Quizzes to check 
understanding of 
crucial knowledge.  
 
Exam question practice 
including extended 
writing questions.  
 

Recall and retrieval 
questions at the 
beginning of each 
lesson on prior 
learning. 
 
Retrieval questions at 
the end of each lesson 
based on content of 
that lesson.  
 
Whole class response 
questioning 
 
Multiple Choice 
Quizzes to check 
understanding of 
crucial knowledge.  
 
Exam question practice 
including extended 
writing questions.  
 

Students will receive weekly home learning to help consolidate the theory covered in CN IT lessons, this may consist of forms quizzes, research tasks, or 
written tasks to be completed in their CN IT books.  



 
 

Learning at 
Home  
 
 
 
 

Topics will include: 
Project life cycle 
SMART Objectives 
Planning tooling i.e 
Gantt charts, PERT 
charts, mindmaps and 
to do lists.  
 

Topics will include: 
Primary and Secondary 
Research 
Methods of collecting 
research 
Advantages and 
disadvantages of 
methods of research.  

Topics will include: 
Data Types 
Methods of storing 
data 
Reliability, Validity and 
Bias 

Topics will include: 
Data Protection Act 
and GDPR 
Computer Misuse Act 
Heath and Safety at 
Work Act.  

Topics will include: 
Types of threats 
Social Engineering 
Ways to mitigate 
threats 
Impacts of cyber-
security attacks. 

Topics will include: 
Purpose and suitability 
of methods presenting 
data 
Advantages and 
disadvantages of 
methods of presenting 
data 
 

Key 
Vocabulary 
 
 
 

Project Life Cycle 
Initiation 
Planning 
Execution 
Evaluation 
Requirements 
Constraints 
Feasibility 
Implications 
Phase 
Iterative 
Review 
Input 
Output 
Deliverable 
Specific 
Measurable 
Achievable 
Realistic 
Success 
Criteria 
Regulations 
Mitigation 
Gantt 
Visualisation 
Contingencies 

Data  
Information 
Statistical  
Interviews 
Secondary 
Primary 
Wearable 
Cloud 
Barcode 
Consumer 
Loyalty 
Suitability 
Surveys 
Enforcement 
 
 

Data types 
Alphanumeric 
Numeric 
Date 
Boolean 
 
 

Protections 
Misuse 
 

Botnet 
Adware 
Bug 
Bot 
Ransomware 
Social  
Engineering 
Hacking 
Pretexting 
Worm 
Trojan 
Rootkit 
Shouldering 
Surfing 
Pharming 
Phishing  
Financial  
Manipulation 
Destruction 
Modification  
Ethical 
Moral 
Defamation 
Intellectual 
 
 

Validity 
Reliability 
Bias 
Information 
Export 
Validation 
Design 
Applying 
Target 
Audience 
Accessibility 
 
 



 
 

Milestones 
Ethics 
Morals 
 

Spiritual, 
Moral, Social 
and Cultural 
concepts 
covered 

Provision for the moral development of pupils: 
• understanding of the consequences of their behaviour and actions 
• interest in investigating and offering reasoned views about moral and ethical issues and ability to understand and appreciate the viewpoints of others 

on these issues 
Provision for the cultural development of pupils: 
• understanding and appreciation of the wide range of cultural influences that have shaped their own heritage and that of others 
• understanding and appreciation of the range of different cultures in the school and further afield as an essential element of their preparation for life 

in modern Britain 

Links to 
careers and 
the world of 
work 
 

All aspects of the course links to the world of work, including project briefs that have realistic clients, audiences and project requirements and planning 
techniques that include consideration of legislation and health & safety implications. 

 


